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A th ti ti O tiAuthentication Options 
Authentication is the process by which a system uses a user ID and password to verify that a user
has the necessary permissions 
Authorization on the other hand allows us to control what data user sees

The Oracle BI Server
authenticates each connection request it receives.
The Oracle BI Server supports the following authentication types:

LDAP A th ti ti• LDAP Authentication
• External Table Authentication  
• Database Authentication 
• Repository Authentication

LDAP, Lightweight Directory Access Protocol, is an Internet protocol that email and other 
programs use to look up information from a server 



Setting up LDAP (Lightweight Directory Access Protocol ) in OBIEE

In order to configure LDAP server in the Repository we need to register the LDAP server first



Enter the details of LDAP server

Host name The name of o r LDAP ser erHost name. The name of your LDAP server. 
Port number. The default LDAP port is 389. 
LDAP version. LDAP 2 or LDAP 3 (versions). 
The default is LDAP 3. 
Base DN. The base distinguished name (DN) 
identifies the starting point of the authentication 
search. For example, if you want to search all of 
the entries under the o=Oracle.com subtree of 
the directory, o=Oracle.com is the base DN. 
Bind DN and Bind Password. The optional DNBind DN and Bind Password. The optional DN 
and its associated user password that are 
required to bind to the LDAP server. 



Next in the Advanced tab, based on 
the kind of LDAP server you have and 
its configuration, make the necessary 
changes.
F Mi f ADSI (A i DiFor Microsoft ADSI (Active Directory 
Service Interface), choose ADSI and 
for all others leave it unchecked. 
Most of the times, Username attribute 
would be automatically generated. For y g
Microsoft ADSI It is 
sAMAccountName; for most of the 
LDAP servers it is uid or cn. Check 
with your network security 
group/administrator on what is thegroup/administrator on what is the 
username attribute for your LDAP 
server. Make a note of the user name 
attribute you will need it later.



Click the Test Connection to test the connectivity



Now we need to create an Init Block for the Authentication









Next enter the LDAP variable for username. sAMAccountName in the case of 
ADSI as configured in the LDAP. 





Create a new Init Block for the Group



Here we get the Responsibility for that User from Oracle APPS

SELECT   'GROUP' "GROUP", b.responsibility_name
FROM apps.fnd_user_resp_groups a,

apps.fnd_responsibility_vl b,
apps.fnd_user u

WHERE a.user_id = u.user_id
AND a.responsibility_id = b.responsibility_id
AND a.responsibility_application_id = b.application_id
AND SYSDATE BETWEEN a.start_date AND NVL (a.end_date, SYSDATE + 1)
AND b.end_date IS NULL
AND u.end_date IS NULL
AND ( LOWER (b responsibility name) LIKE '%sales%'AND (   LOWER (b.responsibility_name) LIKE %sales%

OR b.responsibility_name = 'SAS US Internet Expenses'
)

AND LOWER (u.user_name) = LOWER (':USER')
ORDER BY b.responsibility_name, u.user_name

This Query will return all the Subordinates for the User who logged in

SELECT distinct 'SUBORDINATE_ID', resource_id FROM 
TABLE(SG_OBIEE_SALESREPS_SECURITY.get_peers_rs_id(':USER')) 



Create a Groups needed for the Security 





FUNCTION  GET_PEERS_RS_ID(OBIEE_USER_Name in varchar2) 
RETURN SG_OBIEE_SALESREPS_SECURITY.sg_rsrc_tab PIPELINED

IS



FOR y IN 1 v parent group tab COUNT LOOPFOR y IN 1..v_parent_group_tab.COUNT LOOP  

FOR i IN c5_SalesReps( v_parent_group_tab(y)) 
LOOP

rec_out.resource_id := i.resource_id;
PIPE ROW (rec out);PIPE ROW (rec_out);

END LOOP;
END LOOP ;    
RETURN;



This Filter is to restrict the row returned



When a user logs in, he sees the Dashboard that is assigned to his Group





This is the SQL that is being sent to the OBIEE Server from the Presentation Server

SELECT DISTINCT t44767 level4 full name AS c1 t44767 level3 full name AS c2SELECT DISTINCT t44767.level4_full_name AS c1, t44767.level3_full_name AS c2,
t44767.level2_full_name AS c3, t44767.level1_full_name AS c4,
t44767.level0_full_name AS c5,
t44767.resource_full_name AS c6,
t44767.l_month_end_date AS c7

FROM dss_scorecard_quota_attn_sum t44767
WHERE (    t44767.l month end date =( _ _ _

TO_DATE ('2009-01-31', 'YYYY-MM-DD')
AND t44767.resource_full_name = '(NOT SELECTED)'
AND t44767.level0_full_name = '(NOT SELECTED)'
AND t44767.level1_full_name = '(NOT SELECTED)'
AND t44767.level2_full_name = '(NOT SELECTED)'
AND t44767.level3_full_name = '(NOT SELECTED)'
AND t44767.resource_record_id IN

(4575,
100000180,
100000183,
100000188,
100000189,
100000201100000201,
100000202,
100000203,
100000204,
100000206,
100000207,
100000209100000209,
100000260,
100000280,
100000281,
100000283,

)
))

ORDER BY c1, c2, c3, c4, c5, c6, c7



There might be some LDAP users who are not in Oracle Apps – so need to have a Table to Look up for the actual 
User name for the LDAP Account name

SELECT 'GROUP' "GROUP", b.responsibility_name
FROM fnd user resp groups a fnd responsibility vl b fnd user uFROM fnd_user_resp_groups a, fnd_responsibility_vl b, fnd_user u

WHERE a.user_id = u.user_id
AND a.responsibility_id = b.responsibility_id
AND a.responsibility_application_id = b.application_id
AND SYSDATE BETWEEN a.start_date AND NVL (a.end_date, SYSDATE + 1)
AND b.end_date IS NULL
AND u.end_date IS NULL
AND (   LOWER (b.responsibility_name) LIKE '%sales%'

OR b.responsibility_name = 'SAS US Internet Expenses'
)

AND LOWER (u.user_name) = LOWER (':USER')
UNIONUNION
SELECT 'GROUP' "GROUP", b.responsibility_name
FROM fnd_user_resp_groups a, fnd_responsibility_vl b, fnd_user u

WHERE a.user_id = u.user_id
AND a.responsibility_id = b.responsibility_id
AND a.responsibility_application_id = b.application_id
AND SYSDATE BETWEEN t t d t AND NVL ( d d t SYSDATE 1)AND SYSDATE BETWEEN a.start_date AND NVL (a.end_date, SYSDATE + 1)
AND b.end_date IS NULL
AND u.end_date IS NULL
AND (   LOWER (b.responsibility_name) LIKE '%sales%'

OR b.responsibility_name = 'SAS US Internet Expenses'
))

AND (u.user_name) IN (SELECT UPPER (apps_user)
FROM dss_ldap2apps_user_xref



Q & AQ & A


